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What is Remote Attestation?

A process to verify a system's trustworthiness from a remote location. It
confirms that the system's hardware and software are in a known, good
state and have not been tampered with.

The system being attested.
It has a TPM and generates
an attestation quote.

J

verifier/relying party that
receives the attestation
evidence from the DN,
checks the PCA-issued
credential, verifies the quote
and then returns a
token/service decision.
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Role of Platform Configuration Registers (PCRs)

PCRs: Platform Configuration Registers
They act as a cryptographic log of the system's software state.

- Each value is built using hash extensions

- This forms a secure chain of trust

- Part of the core design of the TPM (Trusted Platform
Module)




TPM Components

1. Key Components of a TPM:
a. PCR cryptographically records software state & use measured boots

as they store hashes that cannot change once written until power
off or reboot
b. Endorsement Key: serves as an identity for machines starting from
the manufacturing level and acting as the root of trust
2. Measured Boot: creates a tamper-evident log of the boot process by
taking cryptographic measurements (hashes) of each loaded

component.
3. Secure Boot: ensures that only verified and trusted software runs during

the computer's startup. It prevents malicious software from loading
before the operating system.
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Service-Provider Device-Node Registrar/Privacy-CA

Register for services

Start
Registration
Assign a ephemeral secret (REGISTRATION- TOKEN) for registration request
................................................................................................................................................... -
Send Privacy CA information
Send EK-certificate to share Unique-identity(EK)
Send Attestation Identity Key to share Anonymous-ldentity(AlK)
EK-certificate
validation
par [ Makecredential ]
Generate & Encrypt credential secret, Wrap encryption key to AIK
e SRR & S o S B S A S D R U S Wil ST S S S S s & Sl e d e
[ Activatecredential ]
Unwrap encryption key, Decrypt credential blob
AlK-credential
activation complete
Reveal REGISTRATION- TOKEN
Present REGISTRATION- TOKEN
Registration
Complete
Service-Provider Device-Node Registrar/Privacy-CA



Service-Provider Device-Node

Start
Service-Request-Part-2

Request system software state attestation
Send Challenge-NONCE

Generate/Sign PCR attestation quote with AIK

par [ Attestation Quote Validation ]
1. Challenge-NONCE is valid

[

2. Signature over the attestation quote is valid

U

3. PCR data from attestation quote is known and valid.

[

Service-Request-Part-2
Complete

Service-Provider Device-Node




Service-Provider Device-Node
Start
Service-Delivery

Generate and wrap a shared SERVICE-SECRET using device AIK

Provision SERVICE-SECRET

Request service-data-content

Encrypt service-data-content using SERVICE-SECRET and send

Service-Delivery
Complete

Decrypt service-data-content using SERVICE-SECRET

Service-Provider Device-Node
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PASS: Service-Token receipt from Privacy-CA. Demonstration purpose only, not for production. Continue? [y/N) yes
p_0_service_token, txt 106% 88 332.2KkB/s 66:00 ezz=sssssssssasssszzs PRIVACY-CA sszzsssaas

PASS: Device anonymous identity challenge. PASS: Device info and registration-token receipt from service-provider.
PASS: PCR selection list receipt from Service-Provider PASS: Device-ready acknowledgement receipt from device.
attestation_guote.dat 100% 151 650.6KB/s 00:00 PASS: Recefved EKcertificate EK and AIK from device
attestation_quote.signature 100% 262 2.1M8/s ©00:00 PASS: Activated credentfal receipt from device.

per.bin 100% 668 5.7M8/s 00:00 PASS: Credential activation challenge.

PASS: Device software state validation PASS: Registration-token dispatch to device,
d_s_service_content_key.pub 188% 451 1.6M8/s ©00:00 PASS: Device registration request.

d_s_service “content_key_pub.sig 188% 256 1.1M8/s  00:00 [root@jubileeBl-4 PCAJ# ../privacy-ca.sh

PASS: Genernun; certified service key Demonstration purpose only, not for production. Continue? [y/N] yes
PASS: Encrypted service-data-content receipt from Service-Provider =z=zz3== PRIVACY-CA s=s=sssssasssssssswss

PASS: Decryption of service-data-content receipt from Service-Provider PASS: Device-ready acknowledgement receipt from device,

PASS: Service-content: Hello world! PASS: Received EKcertificate EK and AIK from device
[root@jubileedl-4 DN]# Connection to jubileeBl-4 closed by remote host. PASS: Activated credential receipt from device.

Connection to jubilee@l-4 closed. PASS: Credential activation challenge.
beia.cabrerasanchez8K69WFD2KMZ ~ % ssh root@jubilecdl-4 PASS: Device service request received.

Nutanix AHV [root@jubileedl-4 PCA)# Connection to jubileeBl-4 closed by remote host.
[root@jubileedl-4's password: Connection to jubilee@l-4 closed.

[[root§jubileedl-4 ~]# cd sk |beia.cabrerasanchez@K69WFO2KM2 ~ % ssh root@jubileedl-4
[[root®jubileedl-4 sk]# ls Nutanix ANV

device-node.sh [ A\ privacy-ca.sh service-provider.sh - |root@jubileedl-4's password:

[[root@jubileedl-4 sk]# cd DN [[root@jubilecdl-4 ~|# cd sk

[root@jubileedl-4 DN]# s |[root@jubileefl-4 sk]# Ls

attestation_guote.dat fake_ek_certificate.txt rsa_ak.priv service_content_key.ctx device-node.sh (% 04 privacy-ca.sh service-provider.sh
attestation_quote.signature per.bin rsa_ak.pub  service_content_key.priv [[root@jubilee@l-4 sk)# cd PCA

d_s_service_content_key.pub rsa_ak.ctx rsa_ek.ctx  service_content_key.pub »[root.jubﬂee@l -4 PCAI# 1s

d_s_service_content _key pub.sig rsa_ak.name rsa_ek.pub

[root@jubileedl-4 DN]# (root.jnbilee@l Y |

peia.cabrerasanchez ~ root@nutanix: ~/ak/S

PASS: Service-Token receipt from device,

PASS: Service-Token validation.

PASS: Anonymous identity validation by Privacy-CA.

Nutanix AHV

s_d_pcrlist, txt 100% 111 467.6kB/s 00:08
PASS: Attestation data receipt from device

PASS: Attestation signature receipt from device

PASS: Attestation quote signature validation

PASS: Verification of PCR from quote against golden reference

PASS: Device system software validation,

PASS: Retrieving service content key from device

PASS: Retrieving service content key from device

Signature Verified Successfully

PASS: Device service content key validation.

Nutanix AHV

s_d_service_content.encrypted 100% 256 939.9kB/s 88:66
PASS: Sending service-content: Hello world!

PASS: Device service request.

[root@nutanix:~/sk/SP# 15

d_s_service_content_key pub.sig pcr.bin service_content_key.pub.digest
[root@nutanix:~/sk/SP# 15

d_s_service_content_key pub.sig pcr.bin service_content_key.pub.digest
root®nutanix:~/sk/SPe

We think long-term


https://docs.google.com/file/d/1fgHVL4F9zfHehaJgWt-0Y64JyY4TRt-P/preview
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1.

Add a Verifier
tell SDK what to attest
and where to verify

3 Main Stages

Collect evidence & attest

SPDM evidence »
verifier/NRAS)

Validate Results

check token against
policy/JWKS



Hard Prerequisites

Hardware / firmware

e GPU: NVIDIA H100 ( CC supported)
e CPU/Platform (one of):
o AMD SEV-SNP enabled in BIOS.
o Or Intel with TDX enabled in BIOS.
e BIOS: UEFI Secure Boot enabled; IOMMU enabled
e BMC up to date (used to out-of-band toggle CC on many servers).
o Toggle GPU CC mode (out-of-band)
m Inthe BMC Ul look for something like GPU Settings -
Confidential Compute (or Security):
m Set Confidential Compute = Enabled (CC-On), or
m Set Protected PCle = Enabled (lab/test mode).



Option 1 - NVIDIA-Managed
Attestation (Most Secure)

What it is: The Confidential VM (CVM)
(or PPCIE host) calls NRAS for every
attestation. NRAS talks to NVIDIA
RIM/OCSP, verifies everything, and
returns a signed token.

When to choose: You want strongest
security + simplest operations.
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Every Time

NV Token
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Local Verifier
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Attestation SDK
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Option 2 - Hybrid Attestation

What it is: You collect evidence locally
and verify locally, but still fetch RIM
(golden measurements) and OCSP (cert
revocation) from NVIDIA cloud.

When to choose: You want local
verification & policy control, but don't
want to host RIM/OCSP.

+ NV Attestation Cloud

' | RIM Service | OCSP Service '

Reference Measurements /
Certificate Revocation Status

v

Local Verifier

T

Attestation SDK

CVM




Option 3 - Customer-Managed
(“Trust Outpost”)

What it is: NVIDIA provides Trust Outpost so
you can keep RIM/OCSP caches on-prem and
run the verification pipeline locally. Ideal for
strict data-sovereignty or air-gapped
environments.

When to choose: You need the highest local
control / lowest cloud dependency.

Requires NVIDIA enablement and deployment
artifacts.
attestation-support@nvidia.com.

' NV Attestation Cloud

' | RIM Service = OCSP Service '

ol I Trust Outpost
Periodic p-

| Porios l

Trust Outpost Service | «--» Datastore

CSP Cloud

' Every Time

“Fte tion l '

Local Verifier

{

Attestation SDK

CcvMm




Which option to start with?

£ é¢ é¢

If you have outbound If you want local If you must be

access and want the control but can still air-gapped / sovereign:
cleanest path: Option reach RIM/OCSP: Option 3 (Trust

1 (NVIDIA-Managed). Option 2 (Hybrid). Outpost) via NVIDIA.



Verify / Attest with nvtrust - local verifier (cc_admin)
PPCIE path:

Shell

source /opt/venvs/nvtrust/bin/activate
python3 -m verifier.cc_admin --user_mode -v

Full CC attestation (requires a CVM: SEV-SNP/TDX), run inside the CVM:

Shell

source /opt/venvs/nvtrust/bin/activate
python3 -m verifier.cc_admin -v

Testing with (no hardware):

Shell

python3 -m verifier.cc_admin --test_no_gpu -v


https://github.com/NVIDIA/nvtrust/tree/main/guest_tools/gpu_verifiers/local_gpu_verifier#cc_admin

Quick Checklist for workflow

1.

W

Update BIOS: enable SEV-SNP (AMD) or TDX (Intel); ensure UEFI

Secure Boot, IOMMU

Update BMC & system firmware.

Install NVIDIA driver; reboot; confirm nvidia-smi has H100.

Toggle GPU CC mode (preferred: CC-On).

o Re-check with nvidia-smi -q (Confidential Compute /
Protected PCle sections).

Create a CVM (SEV-SNP or TDX); pass through the H100.

Inside the CVM: install NVIDIA driver; start

nvidia-persistenced; confirm CC-Onin nvidia-smi -q.

Run python3 -m verifier.cc_admin --user_mode -v.
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Questions




